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Abstract

Serverless computing promises effortless resource elastic-
ity, yet this vision remains fundamentally limited by cold-start
delays. Despite years of optimization, many function invoca-
tions still incur delays of tens to hundreds of milliseconds,
often exceeding the function’s actual execution time. Existing
systems attempt to avoid redundant initialization by snapshot-
ting functions after startup and restoring them on demand, but
they still struggle to deliver consistently low-latency startup
from disk.

We show that these limitations stem from a lack of OS
support for snapshot restoration. Current memory primitives,
tailored for incremental process startup, force a trade-off
between efficient on-disk layout and cheap virtual address
space reconstruction. Furthermore, the kernel lacks a bulk-
restore mechanism for process metadata, forcing expensive,
fine-grained reconstruction from userspace.

To address this, we introduce the Snapshot Hybrid ELF
(SHELF) format and a co-designed kernel primitive, the
spliceVMA, which decouple a snapshot’s physical layout on
storage from the process’s virtual-memory layout. This en-
ables the efficient overlay of sparse and reordered pages, re-
liable prefetching, and the elimination of unnecessary /O,
copies, and faults. In parallel, we build an efficient process-
metadata restore path that reconstructs process state in bulk
rather than using a large number of system calls from
userspace.

We implement these mechanisms in Spice, restoring and
running functions from disk within 0.6-18ms of warm-
invocation latency (compared to 3.6—1197ms in existing sys-
tems). For representative Java, Python, and Node.js functions,
Spice reduces end-to-end latency by 7.5x and 9.5x on av-
erage over state-of-the-art process- and VM-based systems,
respectively.

1 Introduction

Serverless computing promises effortless elasticity: develop-
ers deploy lightweight functions, while the platform dynami-
cally provisions resources in response to demand [17]. Freed
from managing infrastructure, users benefit from fine-grained
billing and scalability, while providers can, in theory, achieve
high utilization by scheduling workloads just-in-time. In to-
day’s commercial platforms (e.g., AWS Lambda [1], Azure
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Figure 1: State-of-the-art restore-from-disk systems are still
orders of magnitude slower than warm starts for serverless
functions. Note the logarithmic y-axis.

Functions [2]), these functions are typically packaged as con-
tainers that must be initialized before running user code. This
initialization latency, known as a cold start, fundamentally
limits the vision of effortless elasticity [7,9, 13,31, 34,39,43].

Cold start delays stem from multiple sources, including
container setup, language runtime initialization, library load-
ing, and function-specific startup logic such as JIT compila-
tion [22, 35,42]. These steps often add tens to hundreds of
milliseconds — frequently longer than the function’s actual
execution [10] — making them a major source of user-visible
latency. Some mitigation strategies rely on warm-state ap-
proaches, such as keeping containers alive [4,16] or leveraging
fork-based replication [6,10,19,43] to clone instances from a
resident parent. While effective for scaling active workloads,
these techniques only work when there is warm state already
available in the cluster. However, maintaining warm state for
the long tail of serverless functions is economically infeasi-
ble. Microsoft reports that 81% of applications are invoked at
most once per minute [33], while Ant Financial observes that
over 60% of functions experience cold starts more frequently
than hot starts due to strict memory constraints [10]. Because
rarely invoked functions cannot rely on a resident parent pro-
cess, cold starts remain a major barrier to responsiveness in
serverless systems.

The most effective existing approach to mitigating cold
starts is to restore snapshots captured after a function has
fully initialized [7, 23, 36, 39]. Over the last decade, work
on fast snapshot restoration has focused on techniques such
as lazy initialization [13,44] (which populates process state
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Warm

Snapshot (Working Set)

Language  Function Latency (us) VMAs Delta Intervals Private Pages Shared Pages Zero Pages Working Set (MiB) Description
Java image 371,067 174 (82) | 847 (327) | 149430 (10392) | 40,949 (1962) (25119) (146.37) Rotate a JPEG
mtml 6122 134 (36) | 420 (69) 7093 (654) 40586  (126) ?2) 3.1 Matrix multiplication
NodelS image 45,512 241  (149) | 446 (246) 26284  (5348) | 27323  (1577) (6677) (52.7) Rotate a JPEG
json 8876 198  (103) | 307 (138) 5488 (2060) | 23464  (1304) (275) (14.2) JSON (de)serialization
html 11,171 81 30) 199 93) 3807 (1645) 3691 (475) (64) 8.5) HTML rendering
cnn 53,082 1913 (172) | 3154 (571) 72801  (10672) | 367651 (3461) (437) (56.9) CNN inference
hello 8 50 (W) 156 (58) 1167 (184) 2405 (198) ) (1.5) A no-op function
image 15,540 192 (47) | 328 (98) 5169 (1506) 5343 (541) (11) (8.0) Rotate a JPEG
Python json 7430 153 (38) | 277 (96) 5003 (1633) 3999 (493) (20) 8.4) JSON (de)serialization
1r 1232 1294 (105) | 1742 (166) 25462 (1930) | 39852  (578) (14) 9.8) LR inference
pyaes 1726 49 (16) 157 (50) 1240 (304) 2401 (211) [¢)) (2.0) AES encryption
rnn 8571 312 (56) | 1439  (164) 52385  (1523) | 762571 (1013) (58) (10.2) RNN inference
video 222,057 393 (76) | 702 (172) 7784 (1875) | 56421  (1367) (908) (16.2) Grayscale conversion

Table 1: Characterization of memory usage for various serverless functions. Delta intervals counts the number of contiguous sets
of pages with modified/private application data. Values in parentheses refer to the working set, as opposed to the whole of the
snapshot. For zero pages, only those in the working set are reported.

and memory on demand during execution) and working-set
prefetching [7,39] (which pre-loads only the pages that will
be accessed into memory). However, even after applying these
techniques, restore latencies are still significantly higher than
warm starts. Figure | quantifies this gap and shows the end-
to-end cold-start invocation times of two state-of-the-art snap-
shot/restore systems. They are 1.6x—188x slower than a
warm start baseline.

In this paper, we show why this gap persists: current OS
abstractions are a poor match for fast snapshot restoration in
two ways: (1) the OS lacks an object format and interface for
reloading memory efficiently, and (2) it provides no mecha-
nism for reconstructing process metadata in bulk. We discuss
each in more detail.

First, the OS provides poor support for reloading an appli-
cation’s memory during snapshot restoration. The state that
actually needs to be recovered is a sparse, page-granular over-
lay: a relatively small set of modified pages scattered across
large shared and anonymous mappings. To obtain good I/0
performance, prior systems [7,23,39] reorder these pages on
disk in predicted access order rather than virtual address order,
producing a snapshot file that is effectively a jumble of pages
laid out by predicted access time. However, neither standard
binary formats nor the OS’s mapping interface can efficiently
express this sparse, reordered view of memory, forcing these
systems to reconstruct the address space via thousands of tiny
non-contiguous mappings or explicit page-wise copies, which
scale poorly at restore time.

Second, the OS’s lack of an interface to restore non-
memory process state in bulk is responsible for large delays
at restore time. To restore an application faithfully, a snapshot
must recover not only its memory but also its file descriptors,
signal handlers, timers, credentials, and other kernel-managed
objects. However, today’s OS interfaces assume incremental
process startup, forcing restorers to recreate kernel objects
through many serialized, fine-grained system calls rather than
reinstating them in bulk. As a result, process-level tools must
replay thousands of operations to rebuild this state (a process

we refer to as syscall replay), substantially inflating restore la-
tency. VM-level snapshotting sidesteps this replay, but only by
capturing and restoring a much larger image, which increases
the working set and adds delays due to guest OS processing
at resume time.

To address these limitations, we introduce Spice, a system
that co-designs an object format and OS interfaces for fast,
elastic process restoration. Spice provides the Snapshot Hy-
brid ELF (SHELF) format, an ELF-inspired format that plays
for snapshots the role ELF plays for program startup: it defines
a compact contract between bytes on disk and the kernel’s in-
memory representation of a process. Whereas ELF assumes
that a program can be described by a few large contiguous seg-
ments, SHELF generalizes this model with a page-granular
indirection structure that can encode the sparse, reordered
overlays produced by snapshotting. A single SHELF “seg-
ment” can thus contain arbitrary holes and page reorderings
while still being presented to the kernel as a small number of
contiguous virtual ranges.

On the kernel side, Spice introduces spliceVMAS, a new
mapping mechanism that attaches SHELF’s indirection struc-
tures directly to contiguous regions of a process’s virtual
address space and resolves page faults to disparate sources
within a single VMA. spliceVMAs allow the kernel to retain
a compact set of large mappings while loading pages from
whatever on-disk layout SHELF chooses, rather than issuing
thousands of tiny non-contiguous mmaps or performing page-
wise copies. This decouples the snapshot’s I/O-optimized
representation from the address-space representation used by
the kernel. Together, SHELF and spliceVMAs resolve the
core tension between on-disk and in-kernel views of a pro-
cess’s memory: snapshots can freely reorder pages for high-
throughput restore, while the kernel reconstructs the original
address space without per-page mappings or metadata explo-
sion.

For process metadata, Spice demonstrates that snapshots
can remain at the process boundary without incurring the high
costs of system-call replay. Using a library OS to prototype

2008 20th USENIX Symposium on Operating Systems Design and Implementation

USENIX Association



bulk restoration of execution state, Spice reconstructs file
descriptors, signal dispositions, threads, and other process
state from compact serialized descriptions, reducing metadata
reconstruction costs by 63-99% compared to replay-based
restoration.

Together, these mechanisms show that high perfor-
mance and memory elasticity need not be at odds. By
removing both dominant bottlenecks—metadata replay
and inefficient memory reconstruction—Spice reduces
cold-restore latency from disk to within 0.6-18ms of a
warm invocation (compared to 3.6-1197ms in existing
systems), achieving up to orders-of-magnitude improvement
over state-of-the-art. These results blur the line between
cold storage and warm memory, enabling providers to
more aggressively offload idle functions to disk without sac-
rificing the responsiveness required by user-facing workloads.

This paper makes the following contributions:

* We show experimentally that mismatches in OS inter-
faces for metadata restoration and memory-layout re-
construction are a central barrier to fast cold starts from
disk.

We introduce Snapshot Hybrid ELF (SHELF) and

spliceVMAs, a co-designed snapshot format and kernel

mapping abstraction that efficiently reconstruct sparse,
reordered process address spaces.

We present a compact metadata-restoration mechanism

that recreates process OS state in bulk without system-

call replay.

* We demonstrate that Spice significantly reduces cold-
start latency from storage, outperforming state-of-the-art
process-based systems by 7.5x and VM-based systems
by 9.5% on average.

2 Background and Motivation

Snapshot-based cold-start mitigation requires choosing what
state to capture and restore. Existing systems primarily choose
one of two snapshot boundaries: the application process, repre-
sented by CRIU [3], or the entire virtual machine, represented
by REAP [39] and FaaSnap [7]. This boundary determines
both how much state must be restored and which operating-
system mechanisms are available during restoration.

We first separate this snapshot-boundary choice from the
deployment and isolation mechanisms used in serverless plat-
forms. Serverless functions are commonly deployed either as
code snippets assembled with a provider-managed runtime
or as user-supplied container images. At invocation time, the
provider materializes this package as an OS container contain-
ing the function process or processes, its language runtime,
and its libraries. Depending on the platform’s isolation model,
this container may run directly using host OS mechanisms
such as namespaces and cgroups, or inside a lightweight VM.

Thus, using a VM as the sandbox does not require using the

VM as the snapshot boundary. A platform that relies on VMs
for isolation can still snapshot the process or processes inside
the container and later restore them inside a fresh VM it need
not snapshot the entire guest OS. We therefore treat process-
level and VM-level restore as choices of snapshot boundary,
rather than as consequences of the platform’s sandboxing
mechanism.

We evaluate these choices by measuring the end-to-end
latency of cold serverless function invocations. To isolate the
cost of restoring application state, we exclude non-function-
specific container setup such as cgroups and namespaces,
which can be prepared ahead of time and for which accelera-
tion techniques are well explored [10, 19, 24,26, 38].

2.1 The Snapshot Boundary: Processes vs.
VMs

One foundational challenge for fast restoration is that modern
operating systems lack a native interface to restore a process’s
kernel-managed state, or metadata. This state includes a wide
array of resources: threads, file descriptors, timers, signal
handlers, and more. Not only is there no single interface to
reinstate this entire collection at once, but even restoring a
single resource to its previous condition can require a complex
sequence of operations.

Because there is no dedicated restore primitive, systems
are forced into one of two suboptimal approaches: either (1)
replaying the system calls that originally created the process,
or (2) snapshotting and restoring the entire virtual machine it
runs within. Both strategies push existing abstractions beyond
their intended uses and are responsible for significant cold-
start overheads.

Syscall replay. At one extreme, restore begins from an
empty process and attempts to reconstruct every piece of ker-
nel state — threads, file descriptors, memory mappings, and
more — by reissuing the original system calls that created
them. This strategy is expensive: there are often hundreds
or thousands of such calls required, as most kernel objects
lack dedicated import or restore interfaces to directly set them
to their previous state. For example, restoring a single file
descriptor may require a sequence of syscalls: open to create
the file, 1seek to set its offset, and dup to assign the cor-
rect descriptor number. Across complete function restores,
this replay cost grows with function and runtime complexity.
Figure 2 reports the initialization overhead of process-based
restore for a range of serverless functions, along with the num-
ber of syscalls issued during restoration. Simple functions re-
quire hundreds of syscalls, while larger runtime environments
require thousands, causing restore latency to rise accordingly.
Because most of this state must be reconstructed before exe-
cution can resume, syscall replay directly inflates cold-start
latency.

The userspace orchestration required for process restore
adds further overhead. Rather than asking the kernel to in-
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Figure 2: Initialization overheads for VM- and process-based
restore; total syscall counts for process restore are shown
above the bars. Process restore costs grow with process com-
plexity due to syscall replay. VM restore costs are flat but still
non-trivial, reflecting fixed-cost hypervisor setup operations.

stantiate a saved process directly, CRIU runs as an ordinary
userspace process and morphs its own address space into the
restored one. This requires it to avoid collisions between its
temporary restore state and the target layout: CRIU stages
snapshot data in temporary regions, installs a small restorer
binary into otherwise unused virtual address space, transfers
control to it, unmaps CRIU’s original code and data, and fi-
nally remaps the snapshot contents at their original virtual
addresses. This elaborate dance avoids even more costly al-
ternatives, such as reconstructing the target from a second
process via ptrace.

Full-VM snapshots. At the other extreme, systems restore
entire virtual machines from snapshots. Because the snap-
shot includes the guest kernel and its data structures, process
metadata is already present when the VM resumes rather than
being reconstructed through syscall replay. As shown in Fig-
ure 2, restore is reduced to a small, fixed set of hypervisor
actions, such as reinitializing vCPU state, reattaching devices,
and restoring other host-managed state. These operations com-
plete in just a few milliseconds regardless of the complexity
of the application running inside the guest.

The downside is that VM snapshots capture more than
the function needs. Capturing the whole VM substantially
increases both the stored snapshot image and the memory
that must be present at restore time. Figure 3 compares the
working-set composition of VM- and process-level snapshots,
showing that VM working sets include substantial state from
the guest OS at restore time.

Snapshotting at the VM boundary imposes additional mem-
ory efficiency costs. In Table 2, we show that 19-50% of the
working set consists of pages that are not function specific,
but are potentially shared with other processes, such as libc,
a runtime interpreter, or other common libraries. In a pro-
cess snapshot, any such pages that are already resident on the
machine can be remapped from the page cache without any
I/0; in a VM snapshot, these page reuse opportunities are not
visible to the hypervisor and therefore it cannot make use of
them.

mmm Function

Guest OS

Megabytes
& [ [o5]
o o o

N
o
L
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|

Python Node Java
Figure 3: Working set composition for VM vs. process snap-
shots; the VM snapshot boundary increases the resulting ac-
tive memory at restore time by 1.2-3.4x.

Python Node Java
hello pyaes html img json Ir mn cnn  video | json img | mtml img
50% 41% 22% 26% 23% 23% 40% 25% 40% | 30% 25% | 36% 19%

Table 2: Fraction of unmodified file-backed pages that, in a
process-level snapshot model, can be reused and shared rather
than reloaded from disk; VM snapshots cannot leverage this
opportunity.

Additionally, we found that after a prolonged pause, the
guest kernel immediately experiences a "deferred housekeep-
ing storm" due to the sudden clock jump. When the hypervisor
restores the VM’s virtual CPU, the guest kernel registers a sud-
den, massive jump in its system clock representing the time
elapsed while paused. This clock jump immediately triggers
all pending, timer-based background services and guest kernel
housekeeping routines simultaneously, including periodic sys-
temd daemons, guest memory reclamation passes, and critical
kernel threads like RCU callback processing. Because these
essential tasks are scheduled as soon as the VM becomes
active, we found that even boosting the function process to a
high-priority real-time scheduling class (SCHED_FIFO) offers
only partial relief; critical guest kernel threads still preempt
and delay the function’s execution by up to 10ms, consuming
22-79% of the end-to-end response time.

Ultimately, capturing snapshots at the VM boundary re-
duces OS metadata restore costs but inflates resource con-
sumption in many dimensions — larger stored snapshot im-
ages, more I/O and memory bandwidth consumed, and more
duplicated memory on the host. Finally, the execution delays
at restore time due to guest kernel interference waste compute
and produce user-visible delays.

2.2 Repopulating memory

Even if metadata could be restored instantly, cold-start la-
tency remains dominated by the work required to repopulate
a process’s address space. Existing snapshot/restore systems
ultimately confront the same underlying limitation: the op-
erating system provides only coarse-grained interfaces for
constructing virtual address spaces. Interfaces such as mmap
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Figure 4: Time spent restoring memory and prefetching the
working set under two snapshot file layouts. Storing working-
set pages contiguously in the snapshot file (bars marked “C”)
greatly reduces prefetch time, but increases the cost of re-
constructing virtual mappings. Leaving pages at their virtual-
address offsets has the opposite trade-off: mapping recon-
struction is cheaper, but prefetching is more expensive.

map contiguous file regions into contiguous virtual-memory
regions, while restoring a snapshot demands fine-grained,
page-level control. This mismatch forces restorers into an
unavoidable trade-off between I/O efficiency and memory-
management efficiency.

When an application starts, its address space is typically
described by a small number of large virtual memory areas
(VMAs). Each VMA corresponds to a contiguous region
of virtual addresses backed by either a file or anonymous
memory. During execution, however, this organization rapidly
breaks down. Within a single VMA, page-level states diverge:
some pages remain clean and continue to map to the back-
ing file, others become private copy-on-write (CoW) pages
due to writes, and still others are never touched. The kernel
tracks these differences at page granularity through the page
tables. However, address-space management interfaces such
as mmap () remain segment-oriented: they create and manipu-
late contiguous virtual-memory regions with uniform backing
and protection attributes rather than arbitrary collections of
individual pages.

This segment-oriented model is highly effective for process
startup. ELF, the standard executable format on Unix-like sys-
tems, describes a program image as a small number of large
loadable segments. The kernel constructs an address space
by mapping these segments and relies on demand paging to
populate them lazily as execution proceeds. Because applica-
tion memory is initially dense and contiguous, this approach
requires only a small number of mappings and allows the ker-
nel to rely heavily on demand paging, making ELF loading a
highly optimized path in Linux.

A snapshotting system, however, seeks to reconstruct the
memory of a running process rather than a freshly initial-
ized one. At this point, the address space is no longer natu-
rally organized as a small number of dense segments. Instead,
the pages whose contents must be preserved form a sparse,

page-level overlay on top of shared code and data. Moreover,
the order in which those pages are accessed after restore is
determined by application behavior rather than their virtual
addresses. Consequently, the layout that is most efficient for
storing and retrieving snapshot data need not mirror the lay-
out of the virtual address space. Instead, arranging pages on
disk according to their expected post-restore access order en-
ables efficient prefetching and bulk retrieval through a small
number of large sequential operations. Ideally, a snapshot rep-
resentation would therefore store only pages whose contents
cannot be reconstructed from their backing files and arrange
those pages according to expected access order rather than
virtual address order.

Realizing this design, however, requires a way to map a
sparse collection of reordered pages back into their original
virtual addresses. The kernel’s mapping interface provides no
way to directly map a sparse collection of pages, stored in
arbitrary order within a file, onto the non-contiguous virtual
addresses they originally occupied.

As a result, whenever pages that were adjacent in virtual
memory are stored in different locations within the snapshot
file, mmap requires a separate mapping operation to place
each discontinuous region back into its original location. A
snapshot for which pages have been clustered or reordered
for sequential I/O can therefore expand into thousands of tiny
VMAs, each mapping only a single page or a small range
of pages. For the workloads in Table 1, we found that such
reordering would increase the number of VMASs by up to
32x.

This proliferation of VMASs incurs two costs. First, each
VMA creation requires kernel memory allocation and inser-
tion into the process’s VMA tree, operations that dominate
CPU time during restore and scale poorly with tree size. Sec-
ond, VMAs consume non-trivial kernel memory (approxi-
mately 300 bytes per VMA in Linux), so restoring thousands
of page-sized VMAs per function introduces measurable over-
head in the kernel’s memory footprint.

Figure 4 illustrates this trade-off. Clustering working-set
pages into a contiguous on-disk region allows snapshot data to
be fetched with a small number of large sequential operations,
minimizing both I/O overhead and CPU work in the loader
and kernel. However, restoring those pages into their orig-
inal scattered virtual addresses requires many independent
mappings, resulting in a proliferation of VMAs. Conversely,
preserving the original address-space layout keeps the number
of mappings small, but forces the loader to retrieve snapshot
data from many disjoint locations and can leave a long tail of
page faults. Because current OS interfaces cannot decouple
on-disk layout from virtual-memory layout, existing systems
must choose between layout-efficient storage and mapping-
efficient restoration.

Existing systems resolve this trade-off in different ways.
CRIU [3] preserves the original VMA layout and saves only
dirty modified pages in its snapshot, recreating VMAs and
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Figure 5: Overview of Spice’s architecture.

copying dirty data back into place. This avoids VMA prolif-
eration but requires scattered reads and explicit copying into
the target address space. Replayable-Execution [42] reduces
copying costs by mapping small modified segments directly
from files and relying on demand paging, but doing so across
many tiny regions amplifies VMA creation overhead.

REAP, Sabre, and FaaSnap [7,23,39] focus on prefetching
optimizations and reorder working-set pages into contiguous
regions for efficient prefetch. REAP and Sabre issue large
sequential reads and then copy each page into its scattered
virtual destination; execution cannot resume until this bulk
copy completes. FaaSnap overlaps prefetch with execution by
asynchronously mmaping reordered segments into the process
and warming the page cache. However, because file-backed
writable memory in Linux employs CoW semantics, every
write in the restored function induces a minor fault and a page
allocation; in virtualized environments such as Firecracker,
each fault induces a VM exit, adding hundreds of cycles be-
fore fault handling even begins.

Across all of these designs, the root cause is the same: the
operating system lacks a page-granular mapping abstraction
that decouples the layout of data on disk from its placement
in virtual memory. Existing memory-management interfaces
therefore force restorers to choose between I/O-efficient lay-
outs and mapping-efficient address-space construction. In the
next section, we show how Spice breaks this trade-off by ex-
tending the segment-based loading model embodied by ELF
with support for sparse, reordered page-level overlays. The re-
sult retains the efficiency of ELF-style segment loading while
enabling page-level reordering and sparsity.

3 Spice Design

We design Spice to address the challenges outlined in Sec-
tion 2. Spice is a serverless execution engine that minimizes
cold-start latency by restoring snapshots from storage at the
process-0OS boundary, rather than restoring an entire VM. This
boundary reduces the amount of captured state while avoid-
ing the restore-time overheads of VM-based approaches. As

itrees
e A
SHELF | Working ] % Backing |Working Set [0S Metadata| Cold
Header | Set Pages oo File Paths Trace [blob] Pages
I — )

program headers

Figure 6: The layout of a SHELF file.

shown in Figure 5, Spice consists of several key components.

First, we introduce a new snapshot object format, Snapshot
Hybrid ELF (SHELF), co-designed with a novel kernel mem-
ory abstraction: the spliceVMA. Together, these mechanisms
enable the kernel to efficiently restore scattered and reordered
memory pages directly from a snapshot file. Second, Spice
includes a high-performance kernel memory engine that loads
SHELF snapshots and performs both snapshot prefetching
and page-table-entry (PTE) prefaulting to accelerate restora-
tion.

Finally, user code in Spice executes within the Junction
library operating system (LibOS), which serves as our con-
tainer runtime. We selected Junction because it manages the
vast majority of process metadata in userspace, making it well
suited for prototyping a metadata restoration interface. We
discuss this design choice in greater detail in Section 3.4. The
remainder of this section describes each component of Spice
in detail.

3.1 The SHELF File Format

We design the Snapshot-Hybrid ELF (SHELF) format, an evo-
lution of the ELF object format that supports efficient loading
of an already-running process’s memory from disk. Figure 6
shows the layout of a SHELF file. SHELF is intentionally or-
ganized to promote access locality. Immediately following the
initial header, SHELF stores the process’s working-set pages
in time-of-access order in a contiguous array. This allows the
system to immediately execute an initial high-throughput se-
quential disk read to prefetch these pages at load time, before
performing any additional parsing.

Like ELF, SHELF stores an array of program headers, one
describing each VMA that existed in the process’s address
space at snapshot time. SHELF’s program header diverges
from ELF’s in two key ways. First, each program header
can describe backing memory that is primarily sourced from
a different file, by referencing a pathname included in the
subsequent file paths section. A program header that does
not point to another file uses anonymous memory as its main
backing source. Second, the program header describes non-
contiguous memory regions within the SHELF file that are
overlaid on the main backing source. Because these regions
vary in size, each header points to a collection of memory
intervals stored in a later section using a layout optimized for
restoration by spliceVMAs (§3.2). Each interval describes a
sub-range of the program header’s address space and specifies
the offset in the SHELF file containing the corresponding
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Figure 7: A spliceVMA and its interval tree. The interval tree
lets a spliceVMA overlay sparse SHELF-backed ranges onto
an existing file-backed (or anonymous) mapping.

data. The pages referenced by an interval reside either in the
working-set section at the beginning of the file or in the cold-
data section at the end. Any address range not covered by an
interval is sourced from the backing memory (e.g., existing
file-backed pages or anonymous zero pages).

Next, the SHELF file includes a trace of page accesses to
guide prefetching. Each trace entry records the virtual address
accessed, a timestamp, and a small amount of metadata about
the access, such as whether the trace predicts a write. Our
implementation includes records for pages already present
in the working-set section, as well as records for accesses to
zero pages and pages from other shared files. We discuss this
design choice further in §3.3.

Finally, there is a section reserved for serialized OS meta-
data that is not memory-related. This section’s structure is
not specified by SHELF, and can be laid out as needed by the
metadata restore implementation.

3.2 Splice VMAs & Interval Trees

SHELF’s format alone is not sufficient to avoid the restore-
time costs identified in §2.2; the kernel must also be able
to consume the format without devolving into per-page
work or VMA explosion. To this end, we introduce the
spliceVMA, a new kernel VMA type co-designed with SHELF.
A spliceVMA represents a mixed-source mapping: a single
contiguous virtual address range whose pages may come
either from a snapshot file or an underlying file-backed or
anonymous mapping.

The design goal for spliceVMAS is to minimize compute
work on the restore path. In particular, we want to (1) avoid
per-page operations when reconstructing the address space,
(2) avoid doing any work at all for pages that are never touched
after restore, and yet (3) guarantee that when execution di-
verges from the predicted working set, any access still sees
the exact bytes that were present at snapshot time. The key
structure that enables this is the interval tree specified in the
SHELF file for each program header. Figure 7 shows the
representation of a spliceVMA and its interval tree.

For each VMA described in SHELF, the snapshot generator
produces an interval tree that compactly encodes the page-

granular overlay for that region. On disk, this tree is stored
in a layout that can be used directly by the kernel without
any deserialization. Concretely, each interval tree is a pre-
balanced, cache-friendly B* tree stored as a contiguous array
of nodes. Each node describes a range of virtual addresses
and the corresponding offset in the SHELF file where the
data for that range resides. At restore time, the loader maps
this array into memory and attaches a pointer to it in the
spliceVMA; no rebalancing, allocation, or pointer-fixup is
required. On a page fault, the spliceVMA consults its interval
tree to determine whether the faulting address falls within a
snapshot interval. If so, the fault handler reads the page from
the snapshot image at the recorded offset; otherwise, it falls
back to the original backing source (the file named in the
program header or zero-fill for anonymous memory). This
guarantees correctness even when the function’s execution
path diverges from the original access trace.

Intuitively, the interval tree is a compacted, read-only repre-
sentation of the application’s original page tables for a partic-
ular region that enables lazy but correct restoration of that in-
formation. The kernel’s VMA tree (implemented with maple
trees [18]), must support frequent and likely concurrent inser-
tions and deletions, so it is built from dynamically allocated,
pointer-linked nodes. Conversely, the spliceVMA interval tree
is static: it is constructed offline, never modified at runtime,
and always perfectly balanced. This static, array-based lay-
out makes lookups cheaper and more cache-efficient than
traversals of the general-purpose VMA map, and it imposes
no additional overhead on the restore path beyond wiring in
the pointer from the spliceVMA to the already-constructed
tree. Because interval trees are built offline and so cheap to
query, SHELF can freely introduce arbitrary fractures and
reordering of intervals to optimize the on-disk layout for I/O,
without inflating the cost of address-space reconstruction. We
evaluate the performance of querying an interval tree in §5.

Although the interval tree is immutable, spliceVMA-
backed memory remains compatible with ordinary virtual-
memory operations such as munmap, mremap, and mprotect.
The interval tree describes the contents of the original snap-
shotted region; it is not the mutable representation of the
process’s current VMA layout. When an operation splits or
moves a spliceVMA, the resulting VMAs continue to refer-
ence the same interval tree and record their position relative
to the original snapshotted range. Once pages have been re-
stored, subsequent changes are reflected in the process’s page
tables and VMA metadata, as in normal execution. Thus, run-
time memory-management operations mutate the VMAs and
PTEs around the interval tree, while the interval tree remains
aread-only index for the snapshot contents.

3.3 SHELF Loading & Prefetching

The SHELF loader is a throughput- and latency-optimized
kernel engine that ingests a SHELF file and recreates the snap-

USENIX Association

20th USENIX Symposium on Operating Systems Design and Implementation 2013



Page Cache Private WS Page Pool

Page Table

PTE Installer

Prefetcher

Figure 8: Spice’s prefetching architecture.

shotted memory layout. It is exposed through a new system
call, reexec (), which augments the caller’s address space
with the contents of a SHELF snapshot. The loader is guided
by SHELF’s access trace, which records the pages expected
to be touched after restore, whether those pages are private
snapshot pages from the SHELF file, shared pages from other
backing files, or anonymous zero pages, and whether each
page was written during profiling. Figure 8 shows the compo-
nents of the SHELF loader in the kernel, and Figure 9 shows
the timeline of restore operations.

Synchronous restore path. reexec () is designed to min-
imize the synchronous time spent inside the system call. Its
blocking path performs three steps. First, it initiates reads
for the private working set. This is cheap because private
working-set pages are packed contiguously in the SHELF
file, reducing both file-system block-lookup overhead and the
number of I/O submissions needed to fetch them. Internally,
these reads are still split into independent I/O submissions
so that completions arrive incrementally and can drive page-
table installation before the entire private working set has
been read.

Second, while the reads are in flight, reexec () constructs
the process’s spliceVMAs in bulk and wires each spliceVMA
to its corresponding interval tree. This reconstructs the virtual
address layout without per-page mapping operations and with-
out touching pages that may never be accessed. Third, once
the virtual address space exists, reexec () consults the access
trace and installs an initial batch of PTEs for traced pages
whose contents are already available, including zero pages,
page-cache hits, and private pages whose reads have already
completed. It then returns control to the restored process.

Asynchronous prefetching and PTE installation. After
reexec () returns, kernel prefetch threads continue process-
ing the trace concurrently with function execution. They initi-
ate I/O for shared working-set pages, which come from the
original backing files and are often scattered across many
files in short intervals. They also install PTEs as page con-
tents become available: for shared pages already resident in
the page cache or fetched by the prefetcher, for zero pages
that can be mapped immediately, and for private pages as the
private-working-set reads complete.

A key design choice is that the loader aggressively installs
page-table entries rather than relying on minor faults. In the

Parse SHELF Prefetch Create Restore Begin
headers First Batch spliceVMAs Metadata Execution

J Install Prefetch
'l PTEs Next Batch

Prefetcher

Figure 9: reexec () workflow

serverless setting, accesses after restore are scattered across
large regions, and minor faults can quickly dominate latency.
The prefetcher therefore attempts to prefault traced accesses,
including zero pages, so that the restored process rarely incurs
even minor faults on its hot path.

Page-placement policy. The loader chooses where page
contents should reside based on whether they are reusable
and whether they are likely to be written. Shared pages from
backing files are populated through the page cache, enabling
reuse across functions. Private pages are loaded into newly al-
located anonymous memory rather than inserted into the page
cache, because they represent snapshot-specific anonymous
state and would otherwise compete with broadly reusable
file-backed pages for cache space.

This is a policy choice rather than a limitation of SHELF.
For functions invoked frequently enough that repeated restores
of the same snapshot are common, a future implementation
could route read-mostly private pages through the page cache
while directing pages likely to be dirtied into anonymous
memory to avoid future CoW faults.

Zero pages and allocation policy. The write information
in the trace is especially useful for zero pages. For zero pages
that are unlikely to be written, Spice installs mappings to the
shared CoW zero page. For zero pages predicted to be written,
it instead installs private pre-zeroed pages so that the restored
function can write without taking a fault.

Restoring a snapshot also puts substantial pressure on
physical-page allocation. Both loading private working-set
pages and installing writable zero pages require the loader to
obtain large numbers of physical pages during a short restore
window. Although Linux provides bulk page-allocation inter-
faces, we found that the per-page overhead still accumulates
for snapshots containing tens of thousands of pages, making
allocation a visible component of restore latency. To avoid
placing this work on the invocation critical path, Spice main-
tains a reserved pool of preallocated pages that can absorb the
allocation bursts caused by restore. The loader draws from
this pool when populating private pages and writable zero
pages, and falls back to ordinary allocation only when the
pool is exhausted.

Together, the reexec () fast path, spliceVMA-based map-
pings, trace-guided prefetching, and proactive PTE installa-
tion allow Spice to reconstruct the snapshotted address space
with minimal synchronous work, while overlapping I/O and
page-table installation with resumed execution.
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3.4 Metadata Restore

An effective snapshot/restore mechanism must choose a
boundary that can be restored quickly without forcing the
system to capture unnecessary state. The process boundary
is attractive because it is much lighter weight than a full VM
snapshot, while still containing the execution state relevant
to the application. In principle, a production implementation
could capture and restore this state directly in the Linux kernel
by adding restore support for the relevant per-process kernel
data structures. In this work, we instead use Junction’s Li-
bOS [15] as a practical substrate for prototyping the same
process-boundary abstraction.

Junction uses a single-address-space LibOS model: the ap-
plication and LibOS execute in the same virtual address space,
and the LibOS virtualizes the Linux process and system-call
interface seen by the application. This means that much of the
process metadata that would otherwise be maintained as Linux
kernel state is represented by LibOS-managed userspace ob-
jects. As a result, our prototype can restore most process
metadata by reconstructing these LibOS objects, rather than
modifying Linux to serialize and rebuild each corresponding
kernel data structure.

Virtual memory remains the important exception. Even
with a LibOS, the host kernel ultimately controls the hardware
address space, including VMAs, page tables, and page-fault
resolution. Spice therefore provides explicit kernel support for
virtual-memory restore: the SHELF loader reconstructs the
restored address space and installs page-table mappings, while
the LibOS reconstructs the remaining process metadata. Open
file descriptors are handled lazily, with the LibOS recording
enough information to reopen or reconstruct descriptors when
they are first used.

This use of a LibOS is primarily methodological. It lets
us evaluate what a dedicated process-restore interface can
provide without first re-engineering all of Linux’s per-process
metadata paths. A Linux-native implementation could pro-
vide analogous serialization and reconstruction logic inside
the kernel. Our prototype instead demonstrates that, once the
kernel exposes the right fast path for restoring virtual mem-
ory, the rest of process-boundary restore can be implemented
efficiently enough to support very fast cold starts.

We considered two possible approaches to capturing the
LibOS-managed metadata. One option was to ensure that
all metadata objects were located in a dedicated, contiguous
memory region that could be snapshotted and restored by bulk
copying. The alternative was an object-wise serialization ap-
proach, where each process-related LibOS object implements
a custom serializer and deserializer that is invoked per object
at runtime. We chose the latter for several reasons. First, the
LibOS uses C++ features such as dynamic heap allocation,
slab allocators, RCU, and smart pointers, which make it im-
practical to constrain all metadata to a single layout-stable
region. Second, not all in-memory state needs to be preserved:

custom serializers can omit transient or quiescent structures
such as locks, wait queues, and other synchronization artifacts
that are guaranteed to be inactive at snapshot time. Third, per-
object serializers enable space-efficient encodings tailored to
the object type. For example, LibOS pipes are implemented
as ring buffers; by serializing only the live portion of each
buffer, we avoid copying unused capacity.

This design also circumvents a central limitation faced by
userspace restorers such as CRIU. Because CRIU must per-
form restoration from within an already-running userspace
process, it has limited control over the address-space layout
of the process being restored. CRIU’s restorer must map its
own code and data while simultaneously injecting the restored
process’s memory mappings, and conflicts may require relo-
cating regions at runtime. These relocation steps add CPU
overhead. By contrast, our restore path executes from the
LibOS’s “kernel side,” where we control the address space
during restoration. This lets us arrange the LibOS and ap-
plication mappings so that LibOS-internal mappings do not
conflict with the restored application layout, avoiding the re-
location overhead that CRIU can incur.

Metadata serialization starts from the root task object and
emits a sequential, address-independent archive of the reach-
able LibOS state that must survive restore. Each object’s
serializer records the fields needed to reconstruct that object
and invokes serialization for referenced objects that should
also be preserved. Deserialization reverses this process, read-
ing metadata from the SHELF file using a buffered reader to
amortize I/O costs and reconstructing the LibOS object graph.
In our measurements, metadata restore completes in as little
as 0.9ms, compared to 2.6ms for CRIU, and no more than
7.5ms, compared to 749ms for CRIU. Despite the different
techniques, we find that the metadata snapshots produced by
Spice and CRIU are comparable in size across functions.

To ensure low invocation latency, we also avoid booting
a LibOS instance on the restore critical path. Instead, we
maintain a pool of freshly initialized LibOS instances that
are ready to accept restored tasks. Each instance begins in a
cleanly booted state, so restoring consists only of mapping
the snapshot’s memory image and reconstructing the object
graph before execution resumes.

4 Implementation

We implement Spice on Linux 6.5.0 with three main compo-
nents. First, we modify Junction’s library OS [15] to support
snapshotting and bulk metadata restore for unmodified Linux
binaries running inside its seccomp+chroot sandbox. Sec-
ond, we implement shelftools, a 7.4 KLoC Rust toolchain
that constructs and rewrites SHELF files. Third, we add a
7.1KLoC kernel module that introduces the reexec () system
call, spliceVMAs, and the SHELF loader and prefetcher. Our
implementation is open source at https://github.com/
Junction0S/spice-ae.
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Figure 10: Spice achieves end-to-end cold-start latencies significantly closer to warm invocations than existing systems. The
faded lower portion of each bar shows restore latency prior to executing the function.

User-level snapshot pipeline. We add a per-language shim
to perform function invocations and prepare for snapshots. A
snapshot proceeds in three steps. First, the LibOS pauses all
function threads at a safe point and walks its internal object
graph starting from the task root, and serializes them using
the cereal C++ library. Second, the LibOS dumps the con-
tents of each VMA in the process into temporary contiguous
segments in a provisional SHELF file, without attempting
to remove zero or shared pages. This keeps the in-process
snapshot path simple and sequential. Third, shelftools runs
offline to rewrite this file into the final SHELF layout: it
removes unmodified file-backed pages and zero pages, dedu-
plicates identical private ranges across snapshots, builds the
balanced interval trees required by spliceVMAs, and emits
the per-page access traces that guide prefetching.

Kernel loader and working-set profiling. We implement
working-set estimation in the kernel, co-located with the
loader, to avoid perturbing access patterns. In profiling runs,
the module records the pages that fault after reexec (). The
next run uses this trace to drive prefetching and prefaulting.
We iterate profiling and replay until the trace stabilizes and
then ship the resulting SHELF as the production snapshot for
that function. SHELF files are agnostic to the working-set es-
timation mechanism; while we use a simple page-fault-based
profiler, other working-set estimators could generate the same
trace format.

Snapshot-size reductions. Our language shims cooper-
ate with Spice by running garbage collection and dropping
language-level caches when signaled before snapshotting. On
the host side, we translate MADV_FREE into MADV_DONTNEED
during snapshot preparation and trim each thread’s stack
by discarding unused stack regions above the current stack
pointer. We found that optimizations like these were able to
reduce snapshot sizes by several MB in some cases.

5 Evaluation

We aim to evaluate Spice by answering the following ques-
tions:

1. How well does Spice reduce end-to-end cold-start la-
tency in the context of existing snapshot/restore systems
(§5.1)?

2. How does each element of Spice’s design contribute to

its performance (§5.2)?

Does Spice’s centralized prefetching design scale (§5.3)?

4. How sensitive is Spice to the speed of the device used
for snapshot storage (§5.4)?

et

Experimental Setup All experiments are conducted on a
machine with an Intel(R) Xeon(R) Gold 5420+ with 28 cores
running at 2.8GHz and 128 GB of RAM. Our storage device is
a Crucial T705 NVMe drive with a max sequential read band-
width of 13,600MB/s and 1400K IOPS over PClIe 5.0. Unless
otherwise stated, we run all experiments from this drive and
use it to store all SHELF files and shared libraries used dur-
ing function invocations. We use the commonly evaluated
FunctionBench [21] test suite, based directly on the artifact
from [39]. We also ported two workloads to Node.js and Java,
runtimes that are popular in serverless functions and exhibit
more complex behaviors than Python. Table | summarizes
the functions used to evaluate Spice. For a fair comparison,
we do not benchmark function-agnostic container setup costs,
such as configuring isolation mechanisms, because this work
can be pre-initialized and shifted off the invocation critical
path.

5.1 End-to-End Latency

To understand how Spice performs in the context of existing
systems, we compare to existing snapshot/restore systems that
restore snapshots entirely from storage without relying on any
warm state. As discussed in §2, this includes CRIU [3] which
snapshots at the process boundary, and both FaaSnap [7] and
REAP [39] which operate at the VM boundary. Both FaaSnap
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Figure 11: Ablation study of Spice’s memory restore optimiza-
tions on the RNN serving Python function.

and REAP employ working-set prefetching, while CRIU does
not. We made every effort to tune existing systems to their
peak performance, and our efforts yielded large performance
gains for these systems relative to their out-of-the-box perfor-
mance; therefore we refer to each of them with an asterisk in
their name. In light of our observations regarding scheduler in-
terference in VMs (§2.1), we modify the VM-based systems
to use the SCHED_FIFO scheduling class for the function’s
process to minimize interference from other tasks running
the guest. By default, CRIU copies every dirty page from the
snapshot file back into memory. In-line with [42], we modi-
fied CRIU to use lazy mappings instead. While this results in
slower execution time due to page faults, it provides a large
win on end-to-end latency.

Figure 10 shows the end-to-end function invocation latency
when restoring snapshots from storage with an entirely cold
page cache. Spice is able to reduce latency significantly in all
cases, by 17-96% compared to FaaSnap*, by 18-95% com-
pared to REAP* and 14-96% compared to CRIU*. We show
the latency of a warm invocation, which had been previously
invoked several times but has cold micro-architectural state
(e.g., CPU caches, TLB). This is a good approximation for an
invocation on an otherwise busy system that is well utilized
by many densely packed functions [4]. Spice is 1.01-6.34 x
slower than a warm invocation. We find the largest component
of the remaining overhead comes from VMA creation, which
cannot be parallelized with execution. Spice has the greatest
impact on short-running functions, where restore latency can
dominate execution time, but it also benefits longer-running
functions by avoiding faults through prefetching and proactive
PTE installation.

5.2 Microbenchmarks

Memory restore. We evaluate the impact of Spice’s memory
loading improvements in Figure 11, where we incrementally
enable features of the SHELF loader and prefetcher for the
RNN workload. In the baseline, the working set is packed con-
tiguously in the snapshot file and prefetched from userspace.
This necessitates creating 3212 VMA mappings to place the
working-set pages in the proper location in the virtual address
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Figure 12: OS metadata restore time comparing CRIU to
Spice. Spice lowers latency through a dedicated interface for
restoring OS state and compact serialization.

Cache State | # Intervals || Interval Trees | Maple Trees
10 4 41
Hot 100 8 59
1000 11 97
10 248 857
Cold 100 278 874
1000 284 1110

Table 3: Average lookup latency (cycles) for spliceVMA in-
terval trees vs. Linux maple trees.

space. Adding spliceVMAs and batch creation of VMAs in
the kernel dramatically lowers the time spent restoring virtual
memory. Installing PTEs to prevent minor faults removes a
significant portion of latency by avoiding thousands of kernel
crossings during execution. Finally, asynchronous prefetching
allows us to begin function execution sooner without incurring
faults. With all optimizations, end-to-end function execution
is within 2ms (23%) of a warm invocation, compared to 21ms
(2.5x warm) added in the baseline case.

Metadata restore. Spice adds an interface to Junction for
bulk restoring OS metadata, including threads, file descriptor
state, signal handlers, and timers. Figure 12 compares the time
spent on metadata restore for each workload to CRIU*, which
reconstructs this state using thousands of syscalls. In all cases,
Spice’s metadata restore latency is significantly lower than
that of CRIU*, demonstrating that snapshotting at the process
boundary is a reasonable alternative to whole-VM snapshots.

Interval tree performance. Interval trees bridge Spice’s
file format and kernel abstraction, and are accessed on criti-
cal prefetching and fault handling paths. We compare their
performance with that of the optimized B-Tree implemen-
tation used in Linux for VMA lookup (a step that typically
precedes an interval tree lookup) in Table 3. Interval trees
vastly outperform Linux’s maple trees due to their contiguous,
cache-friendly layout. In contrast, Linux’s maple trees must
handle concurrent updates and dynamic resizing.

Prefetcher performance. Figure 13 shows the rate at
which Spice’s prefetcher threads perform different restore
operations. Prefetching shared pages is substantially more ex-
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Figure 13: Peak operation rates for Spice prefetcher threads.
Contiguous private pages can be prefetched at a much higher
rate than scattered shared pages, which require more per-page
lookup and I/O work. PTE installation also sustains a high
rate, allowing it to keep pace with prefetching.

pensive than prefetching private pages because shared pages
are often scattered across many files and short extents, re-
quiring per-page work to locate the backing file and issue the
corresponding I/O. In contrast, SHELF stores private working-
set pages contiguously, allowing Spice to issue larger, more
efficient reads and prefetch at a much higher rate. Although
PTE installation proceeds in observed access order rather than
virtual-address order, Spice still sustains a high installation
rate, allowing PTE installation to keep pace with prefetching.

Impact of sharing. Spice is designed to exploit the page
cache to share pages from files (e.g., common libraries) when
possible. Sharing in the page cache improves memory utiliza-
tion, reduces storage bandwidth consumed, and can improve
CPU cache efficiency [15]. We evaluate the benefit of this
design by showing the storage bandwidth consumed and effec-
tive invocation throughput under a heavily concurrent function
invocation workload (described in §5.3). We compare Spice
with a version that doesn’t allow sharing in the page cache,
and instead stores the entirety of the snapshot in the SHELF
image. Figure 14 shows that page-cache sharing reduces con-
sumed I/O bandwidth by 20% and increases achievable in-
vocation throughput by 30%. Without sharing, the system
moves closer to storage saturation, causing prefetching to fall
behind execution and exposing the restored functions to more
page faults.

Impact of LibOS. Spice uses the Junction LibOS to im-
plement fast OS metadata restore. Although Junction can ac-
celerate kernel-intensive workloads through faster userspace
implementations of standard OS services, our workloads are
not kernel-intensive and therefore derive little benefit from
these optimizations. To isolate the effect of Junction from the
improvements shown relative to other systems, we report the
warm execution latency of each function running in Junction
and in Linux in Table 4.

Storage Bandwidth Achieved Throughput

(MB/s) (req/s)
10000 ¢
8279 1239

6850

5000 1

Shared No Sharing Shared

No Sharing

Figure 14: Storage bandwidth consumption and achieved
throughput at 25 concurrent restores with and without page
cache sharing. Sharing consumes less bandwidth and allows
the system to achieve higher throughput.

S
$ & &
S & 3 S § ¢ S
& FFS &8s § § &4
Junction .076 1.6 109 154 7.3 1.0 8.6 53.3 1568 6.9 40.8 5.6 253.1
Linux .001 1.3 10.2 143 5.9 512 7.9 559 160.1 5.8 39.6 54 251.1

Table 4: Warm execution latencies (ms) for each function
using Junction and Linux. Performance is largely similar
between the two regimes.

5.3 Scaling

Spice relies on dedicated kernel threads to handle the asyn-
chronous portions of prefetching and PTE installation for all
restores. We evaluate Spice ’s ability to scale in Figure 15,
where we vary the number of concurrent restores and measure
the achieved throughput. We construct this experiment using
a mixed workload derived from the Azure public serverless
traces [33]: we scale trace invocation durations to the exe-
cution time range of our workloads, map each invocation to
the closest function in Table 1, and use the resulting distribu-
tion as the function mix. Our results show that Spice scales
well, even under a mixed workload, achieving 76% of ideal
throughput (extrapolated from the throughput at concurrency
1) at 25 concurrent restores.

5.4 Sensitivity to Storage Device Performance

To understand how sensitive Spice is to storage performance,
we evaluate it on a slower disk: a Micron 5400 PRO Series
SSD rated for 540 MB/s and 95K IOPS. This experiment
stresses the prefetcher by increasing I/O latency and reducing
available bandwidth, allowing us to measure whether Spice
can still hide restore work behind resumed execution when
storage becomes a larger bottleneck.

Figure 16 compares performance on the fast and slow disks
for three workloads with different execution latencies. We
also compare this sensitivity against FaaSnap*. A single read

IThere are 25 cores available on our machine for applications, after two
are dedicated for prefetching and one for Junction’s scheduler.
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Figure 15: Aggregate throughput of function invocations with
Spice as the number of concurrent restores increases, with a
mix of all functions shown in Table 1.

takes 58 us on the fast disk and 163 us on the slow disk.
Despite the increase in latency, Spice hides most of the dif-
ference by overlapping prefetching with resumed execution.
This is possible because the slower disk still provides enough
bandwidth to satisfy the demand of a single function restore.

FaaSnap*, by contrast, is much more sensitive to the slower
disk. Because it already incurs many major faults during re-
store, increasing storage latency directly increases the cost
of those faults and causes restore latency to grow by more
than the proportional increase in single-read latency. We sus-
pect this amplification is caused by the effects discussed in
§2.1: delaying function completion gives other processes in
the guest more opportunity to wake up, further polluting the
working set and increasing interference.

6 Related Work

Working set estimation and prefetching. Working set esti-
mation and prefetching have long been studied in serverless
and other contexts [7,39,46]. Spice adds a dedicated kernel
interface that accelerates prefetching and prefaulting; existing
systems could benefit from this interface. Sabre [23] lever-
ages a compression engine to improve effective I/0 band-
width from relatively slower SSDs; this is orthogonal to our
approach. Faascale [47] and AFaas [10] both prefault EPT
entries to reduce minor fault costs for VMs.

Fork scaling. Recent fork-like approaches [6,10,13,19,43]
achieve low startup latency by cloning warm function in-
stances. These systems are inspired by the kernel’s fork ()
mechanism for cloning a process, and extend this concept
to cloning containers [10, 13] or leveraging remote memory
across RDMA or CXL [6, 19,43] to create new function in-
stances with demand paging. These techniques are effective
for rapid horizontal scaling of functions — as long as a warm
parent exists. As discussed in Section 1, the invocation pat-
terns for most functions make retaining warm state for them
economically infeasible. Spice targets this set of functions to
enable fast cold starts from disk.

State reuse. Some systems aim to reuse partial state within
a machine by creating stacks of increasingly specialized snap-
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Figure 16: Impact of SSD speed on restore latency. The faster
SSD has 2.8 x lower read latency and 25 x higher throughput
than the slower SSD. Spice hides much of the additional
latency of slower storage by prefetching asynchronously with
execution, so restore latency is minimally affected as long as
disk throughput is not the bottleneck.

shot images [9, 10]. Because these stacks enforce a strict
lineage of changes, they are effectively limited to sharing a
single common base rather than the diverse mixtures of li-
braries used across functions. Medes [32] deduplicates mem-
ory across keep-alive containers so that more functions can
remain warm, but still relies on long-lived sandboxes and
existing OS restore interfaces. In contrast, Spice preserves
large shared file-backed regions through spliceVMAs and fo-
cuses on making cold restores fast enough that platforms can
rely less on aggressive keep-alive policies. VAS-CRIU [40]
enables fast CRIU restores by keeping all pages in memory.

Sandboxing and the snapshot boundary. Existing sys-
tems use lightweight VMs [4, 7, 16,23,39], processes [22,
36,40,42], or containers [25, 32] as both their sandbox and
snapshot boundary. As we discussed in Section 2, these ap-
proaches suffer from performance challenges. Some systems
use alternative approaches for sandboxing. Faasm [34] relies
on a Wasm runtime as the isolation mechanism, which offers
low startup costs but higher end-to-end execution time com-
pared to native Linux execution due to the cost of SFI [20].
SEUSS [9] implements a unikernel, tailoring its sandbox to
executing a specific function. Unlike Spice, SEUSS requires
backporting to support additional language runtimes, com-
plicating deployment on existing FaaS platforms. AlloyS-
tack [44] accelerates LibOS initialization via on-demand OS
component loading. Spice could use similar techniques to
avoid restoring some OS metadata, however, the time savings
would be small.

Cold-start mitigation policies. Several systems try to re-
duce the impact of cold starts by increasing the fraction of
requests that hit warm instances. They pre-warm sandboxes,
tune keep-alive policies, or reuse containers to keep functions
alive longer [5, 12, 16, 25,27-30,45]. Spice is complemen-
tary: instead of trying to avoid cold starts via longer warm
lifetimes, it reduces the cost of the cold path itself, so plat-
forms can rely less on aggressive keep-alive and prewarming.
These approaches lower tail latency but consume memory and
weaken elasticity, since resources must remain reserved for
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functions that may be invoked rarely. Other work optimizes
when to snapshot, so that captured state corresponds to a high-
performance steady state [9,48]. Spice benefits from these
techniques.

Control-path optimization. Spice focuses on the data
path of instance creation: reconstructing memory and process
metadata from a snapshot. End-to-end latency also depends
on the control path, including request scheduling, placement,
and network setup. Dirigent [11], AFaaS [10], SigmaOS [38],
and others [26,37,41] optimize these orchestration delays
with smarter schedulers and resource managers. These efforts
are orthogonal to ours. Achieving the lowest possible end-
to-end latency requires a holistic approach, combining an
efficient control path with the rapid restoration provided by
Spice.

7 Discussion

Resource management and keep-alive policies. Spice’s re-
store times in our prototype blur the line between warm and
cold starts, potentially altering the economics of serverless
resource management. The primary motivation for expensive
keep-alive pools (avoiding the high latency of a cold start)
is significantly diminished. This enables a new operational
model where platforms can practice aggressive reclamation of
idle instances to boost utilization, relying on just-in-time in-
stantiation from disk to meet traffic demands without a major
latency penalty.

This model also unlocks new strategies for cluster-level op-
timization. Because Spice leverages the host page cache for
sharing, operators can create specialized node pools dedicated
to functions with similar software stacks (e.g., a “Python+AI”
pool). Co-locating these functions maximizes the page cache
hit rate for common runtimes and libraries, which both accel-
erates restores and increases overall memory density through
natural deduplication.

Integration with fork-based approaches. The snap-
shot/restore model of Spice is complementary to the cloning
model of fork-based scaling mechanisms [6, 13,43], which
provide excellent latencies when scaling concurrent execution
up from a warm instance. This relationship suggests a new,
hybrid architecture for function instantiation. The principles
of Spice’s page-cache-aware design could be extended across
the network to create a distributed page cache. Such a service
would maintain a rack- or cluster-wide pool of frequently-
accessed memory pages from common libraries and runtimes.
During a restore, Spice could then source required pages from
this low-latency remote memory fabric in addition to local
storage, further reducing instantiation times and improving
resource utilization across the cluster.

Limitations and future work. A key next step is extending
our approach to virtualized environments. While our current
techniques can already improve restore times inside a guest
VM by reducing in-guest overheads, further potential can be

unlocked with direct host-guest cooperation. This could be
achieved with a custom hypercall interface that allows the
guest to eagerly request EPT population for a dispersed work-
ing set. By enabling the guest to pass its predicted memory
layout to the hypervisor in a single, batched operation, this
approach would eliminate the thousands of costly VM exits
typically caused by individual page faults during memory
restoration.

Our prototype assumes that file-backed pages referenced by
a SHELF snapshot can be resolved to the same file contents at
restore time. We implement this by evaluating functions over
a common static container image and recording static path
names for file-backed mappings in the SHELF file. This sim-
plifies the prototype, but a production implementation should
use a more robust identity for file-backed pages, such as con-
tent hashes, image-layer identifiers, or another content-based
naming scheme. Such an approach would avoid relying on
path stability and would allow the loader to detect mismatches
caused by image updates or configuration errors. More gener-
ally, SHELF only requires that shared file contents have stable
identities across restores; this is compatible with existing ap-
proaches [8, 19] that use overlay file systems or image-layer
deduplication to share common container contents across
functions.

While Spice’s reexec () mechanism is directly imple-
mented in Linux, we chose to prototype metadata restore in
Junction due to the simplicity of capturing C++ data structures
in userspace with existing performant serialization libraries.
We believe that implementing low-latency metadata restore on
top of Linux is feasible but still requires significantly higher
engineering effort. We hope that our efforts support the adop-
tion of such a primitive by the kernel community.

8 Conclusion

By demonstrating that cold starts from persistent storage can
achieve near-warm latency, this work redefines the funda-
mental trade-offs in serverless computing. The long-accepted
compromise between performance and memory elasticity is
not an inherent limitation, but an artifact of operating systems
designed for an era before serverless. Our findings suggest
that the focus of optimization should shift from userspace
heuristics and keep-alive policies to first-class OS support for
state restoration.

Spice serves as a blueprint for this new direction. By co-
designing the execution engine with the kernel, we unlock a
new operational model where functions can be aggressively
offloaded to disk to maximize density and efficiency, yet in-
stantiated in milliseconds on demand. This approach opens
avenues for future platform architectures built around just-in-
time, disk-based instantiation as the default, rather than the
exception.
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A Ablation Study

Table 5 shows the effect of Spice’s memory-loading optimiza-
tions on the full suite of functions shown in Table 1.

B Artifact Appendix

Abstract

This artifact contains the source code of the Spice prototype,
the benchmark harness used in our evaluation, and the source
code for systems we compare to in our evaluation.

Scope

The artifact supports validation of the paper’s primary per-
formance claims: that Spice substantially reduces serverless
cold-start latency relative to CRIU, REAP, and FaaSnap, and
approaches the latency of a warm invocation. In particular,
the provided experiment scripts reproduce end-to-end latency
figure shown in Figure 10.

Contents

The artifact repository is organized as follows:

e criu/: a fork of CRIU with added benchmark times-
tamps and support for restoring an address space using
mmap () only.

e faasnap/: a fork of the FaaSnap artifact, modified to
support multiple functions and simplify the invocation
path. This component is also used for the REAP experi-
ments.

e faasnap-kernel/: the Linux 4.14 guest kernel used in
the FaaSnap evaluation.

e firecracker/: FaaSnap’s modified Firecracker VMM
with support for detailed tracing of the guest kernel.

e functions/: serverless function workloads and input
data, including Java, Node.js, and Python functions.

e junction/: the LibOS-based container system used by
Spice to generate snapshots and invoke functions from
snapshot images.

* reexec/: a Linux 6.5.0 kernel module that implements
Spice’s kernel-space SHELF snapshot loader.

* shelftools/: userspace tools for generating, editing,
and reading snapshot images.

* node/: a modified Node.js runtime with support for
freezing the garbage collector.

* scripts/: build, benchmark, utility, and plotting scripts
used to run the artifact evaluation.

Hosting

The artifact is hosted on GitHub at:
https://github.com/Junction0S/spice-ae

The repository contains several submodules. Evaluators
should clone it recursively:

git clone https://github.com/Junction0S/spice-ae
cd spice-ae
git submodule update --init --recursive

Requirements

The artifact has been developed and tested on a CloudLab [14]
disk image running Ubuntu 24.04 with Linux 6.5.0. Building
and running the artifact requires root privileges.

We have tested the artifact on a CloudLab c6620 node
with a Micron 7450 MAX NVMe SSD. The SSD used in
the paper is rated for higher throughput/lower latency than
the SSD in this CloudLab configuration, so absolute latency
numbers may vary. The CloudLab configuration is located at
https://www.cloudlab.us/p/BlinkFaaS/Spice.

Software and system requirements include:
¢ Ubuntu 24.04.

* Linux 6.5.0 for the host kernel module used by Spice.

Root privileges.

Sufficient disk space for building dependencies and stor-
ing snapshot files.

» Approximately 20 GB of disk space for the build, ex-
cluding snapshot files.

A snapshot directory on an SSD-backed mount point, for
example /mnt /unused-nvmelnl/snapshots.
B.1 Setup

The README . md in the GitHub repo contains detailed instruc-
tions on setting up and running the artifact.
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Baseline + SpliceVMAs + Minor + Async Warm
cnn 2.89x  (+101 ms) 1.92x  (+49 ms) 1.38x  (+20 ms) 1.31x  (+17 ms) 53.1 ms
hello 25.83x  (+3 ms) 11.72x  (+1 ms) 7.61x (+852 us) 6.34x  (+689 us) 129.0 us
html 2.13x (+13 ms) 1.57 % (+6 ms) 1.18x  (+2 ms) 1.16x  (+2 ms) 11.2 ms
img 1.99 % (+15 ms) 1.49x (+8 ms) 1.30x  (+5 ms) 1.24x  (+4 ms) 15.4 ms
img (Java) 1.10x (+36 ms) 1.04x  (+14 ms) 1.06x (+22 ms) 1.05x (+17 ms) 373.6 ms
img (Node) 1.84 % (+38 ms) 1.42x  (+19 ms) 1.24x  (+11 ms) 1.21x (49 ms) 45.5 ms
json 3.02x (+15 ms) 1.86 % (+6 ms) 1.38x  (+3 ms) 1.28x  (+2 ms) 7.4 ms
json (Node) 2.87x (+17 ms) 2.00x (+9 ms) 1.74x  (+7 ms) 1.47x  (+4 ms) 8.9 ms
Ir 22.97x  (+27 ms) 8.77x (+10 ms) 498x  (+5 ms) 473x  (+5 ms) 1.2 ms
mtml (Java) 1.98 x (+6 ms) 1.31x  (+2 ms) 1.15x (4920 us) 1.15x (4912 us) 6.1 ms
pyaes 3.11x (+4 ms) 1.94 x (+2 ms) 1.47x (+803 us) 1.38x (+659 us) 1.7 ms
rnn 3.47x% (+21 ms) 2.03x (+9 ms) 1.52x  (+4 ms) 1.33x  (+3 ms) 8.6 ms
video 1.13x% (+28 ms) 1.05x  (+11 ms) 1.02x  (+5 ms) 1.01x  (+2 ms) 222.1 ms

Table 5: Results from ablation study in §5.2 for all functions, showing the importance of the loader’s design elements. Values in
each column reflect slowdowns relative to warm.

B.2 Expected Results

The main expected result is an end-to-end latency plot show-
ing that Spice significantly reduces cold-start latency com-
pared with FaaSnap, REAP, and CRIU, while approaching
warm invocation performance. The exact numbers may vary
with SSD performance.
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